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1. losicHuTEIbLHAA 3aAMIUCKA

1.1. Heap u 3a7a4n TUCHHUILTHHBI

HCJ'IB JUCHUIIIIMHBI — HpO(i)eCCI/IOHaJIBHaSI MoAroToBKa MaruCTpaHTOB, HCO6XOI[I/IMaH JUIA

OCBOCHUA METOA0B U TEXHOJIOTHI 3alIUThI PIH(bOpMaHI/II/I B KOMIIBIOTEPHBIX CCTAX.

3amayn JUCIUTUIAHEL:
1aTh 3HAHUSA:

— 0 HOPMAaTUBHBIX IPABOBBIX aKTaX, HOPMATHUBHBIMU MeTOJIWYECKUMH JokyMeHTaMu DPCBh u
OCTIK Poccun B 061acTul 3amuThl HHOOPMAIIUK OTPAHUYEHHOTO JOCTYIIA, ITUPKYIUPYIOIICH B

KOMIIBIOTCPHBIX CCTAX,

— 0 METO/IaX U CPeACTBaX 3alUThl MH(YOPMAIMK B KOMIIbIOTEPHBIX CETSIX;
— 0 TEXHOJIOTUU MEXCETEBOI0 YKPaHUPOBAHUS;
— 0 METOJIaX U CPENCTBAX MOCTPOEHUS BUPTYAJIbHBIX YACTHBIX CETEH;

— 0 METO/IaX U CPEACTBAX ayIuTa 3alUIIEHHOCTH HH(OPMAIIMOHHBIX CUCTEM.

1.2. IlepevyeHb IUIAHMPYEMBIX Pe3yJIbTATOB O0y4YeHHUS] MO JMCHHUIIMHE, COOTHECEHHBIX C
HHIMKATOPAMH JOCTUKEHHS] KOMIIeTeHIIUH

Komnerenuus HNuaukaropsl Pe3yabTaThl 00yyeHus
(Kol ¥ HAUMEHOBAHUE) KOMIIeTeHIHit
(K01 1 HAMMEHOBAHUE)
[1K-3 — Cniocoben [1K- 3.1 — 3naer 3namo:

OCYIIECTBIISATH MOA00D,
U3y4eHue u 0000IIeHHe
Hay4YHO-TEXHUYECKON
JUTEPaTyphl,
HOPMATUBHBIX U
METOJINYECKUX
MaTepHalioB, COCTABIAThH
0030p 1O Bompocam
obecrnieueHus
UH(POPMALIMOHHOM
0€30MacHOCTH 110
npoduIo cBoei
npodecCuOHAIbHON
JeSITebHOCTH

HOPMATHUBHBIC ITPABOBBIC
aKTHI B 00JIaCTH 3aIUTEI
uH(popMaluy,
HalMOHAJIbHEIE,
MEXTOCYIapCTBEHHBIC U
MEXTyHapOIHbIE
CTaHJapTHl B 00J1aCTH
3alUThl HHGOPMAIIUH,
PYKOBOJSIIIAE U
METOJINYECKUE IOKYMEHTHI
YIIOJTHOMOYECHHBIX
benepanbHBIX OPraHOB
HCIIOJHUTENILHOM BJIACTH I10
3anuTe HHPOpMAaIHH

® [IPABOBYIO OCHOBY 3aIlUThI
nH(pOpMaLUy OTPAHUYEHHOTO
JocTymna

® TEXHOJIOIMYECKHUI MPOLIECC
3a1uUThl HH(OPMaLUU U
nporenypy pa3paboTKu
TEXHUYECKUX 3aJaHUM, TUIAaHOB U
rpauKoOB NMPOBEJEHUs padoT MO
3amuTe MHPOpPMAaIINH B
COOTBETCTBUHU C JACHCTBYIOIIUM
HOPMATHUBHBIMH U METOJINIECKUMHU
JIOKYMEHTaMU;

® METOJUYECKHE JOKYMEHTHI 110
OILICHKE YIpo3 0€3011acCHOCTH
uH(popMaIuy,

e TpeOOoBaHUS 110 UCTIOIB30BAHUIO
CHeUaIn3upPOBAaHHBIX
IPOTrpaMMHO-aNapaTHBIX CPEJICTB
IIpU 3aIIuTe HHPOPMALUH U
MIPOBE/ICHUH ayIUTa
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

® METO/Ibl 3aLIUTHl KOMIBIOTEPHBIX
ceTell Ipu aBTOMaTHU3aluU
MH(OPMAaLIMOHHBIX MTPOLIECCOB U
uHpOpMAaTU3ALUH TIPEPUATHI U
Opra"u3aiuin

[1K 3.2 -Ymeer paboTtats ¢
IPOrPaMMHBIM
obecrieueHueM ¢
COOIIOIEHUEM

Ymems:

® TIPUMEHATH HAIIMOHAJLHBIE,
MEXIOCYAapCTBEHHBIE U
MEXIyHAPOIHBIC CTAHIAPTHI B
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JIEHCTBYIOMUX TPeOOBaHUIA obsacTy 3amuThl HHGOPMAIIIH,

10 3aIuTe HHPOPMAITUN MIPUMEHSITH JIEHCTBYIOIYIO
3aKOHOJIaTeIbHYI0 0a3y B 00JaCTH
obOecrieueHus 3alUThI
nH(OPMAIIMHU, YATATh ¥ [IOHUMATh
HOPMATUBHBIC U METOTUYCCKHE
JIOKYMEHTBI 110 HH(POPMAITMOHHON
0€30IMaCHOCTH Ha aHTJIUHCKOM
SI3BIKE

® BBLINOJIHATH HACTPOUKY AU THBIX
MEXaHU3MOB CETEBBIX
IIPOrPaMMHO-AITIaPaTHBIX
CPEIICTB;

® HACTpauBaTh NOJUTHKY
0€30IMacCHOCTH CPeICTBAMU
MIPOrPaMMHO-AIITAPATHBIX
KOMIIEKCOB CETEBOM 3aI[UThI
uH(popMaLuu;

® OpraHM30BBIBATH 3AIIUTY
CErMEHTOB KOMIIbIOTEPHOM CETH C
HCIIOJIb30BAHHEM MEKCETEBBIX

DKpPaHOB
[1K-3.3 — Bnangeer Braoemy:
OpraHn3alliOHHBIMHA ® HaBBbIKaMH 110 KOHTPOJIIO HaJ
MepaMH I10 3allluTe COOJII0ZICHHEM YCTaHOBJICHHOTO
uH(popManuu MOPSITKA BEITIOJTHEHHSI paboT, a

TaKKe IeHCTBYIONIETO
3aKoHoarenscTBa Poccuiickoi
deneparyu Mpu pelIeHUn
BOTIPOCOB, KACAIOIIMXCS 3aIIUTHI
uHpOpMaInH;

® HaBBIKAMH HACTPOMKH MPOrPaMHO-
aImmapaTHBIX CPEJICTB 3AIIUTHI
uHpopMauu

® HaBBIKAMH HACTPOWKH ITOIIUTHKH
0€301acHOCTH CpeACTBaMU
MIPOTPaMMHO-AIaPaTHBIX
KOMIIJIEKCOB CETEBOM 3aIllUThI
MH(}OpMaIINH.

1.3. MecTo AMCHUILINHBI B CTPYKTYpPe 00pa30BaTe/ibHON NPOrpaMMbl

Juctunimza «TeXHOI0rHH 3alUThl HHPOPMAIUKU B KOMITIBIOTEPHBIX CETAX» OTHOCUTCS K YacTH,
dopmupyeMoii ydacTHHUKaMH 00pa3oBaTelIbHBIX OTHOIIEHUH OJ0Ka JUCHUIUIMH Y4eOHOTro
IJIaHa.

Jlis ocBOeHMS JUCHUMIUIMHBI HEOOXOAMMBI 3HAHUS, YMEHUS U BIAJeHUs, CPOPMUPOBAHHBIE B
XO0Jle M3Y4YEeHMs CJEeNYIOUIMX IUCHUIUIMH M TPOXOXACHUS NPAKTHK: TUCIUIUIMHA SBIISETCS
JUCLUIUTMHON HA4YaIbHOTO LIUKJIA 00y4eHUs.

B pesynpraTe OCBOEGHMSI JTUCHHUIUIMHBI (OPMUPYIOTCS 3HAHMS, YMEHHUS M  BIAJCHUA,
HEOOXOAUMBIE IS M3y4YeHHS  CIEAYIOUMX JMCUUIUIMH M NPOXOXAEHUS  IMPaKTHK:
«Teopernyeckue acreKkTbl 6€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM », «THUIOBBIE MOACHUCTEMBI U
peumieHus oOecrieyeHUs HWHPOPMALMOHHOW Oe3omacHOCTH», «IIpOeKTHO-TeXHOIOTnYecKas
npakThka» u «lIpeaaunaoMHas npaKkTUKay.




2. CTpyKTYypa IMCUMILIMHBI

OO61mas Tpy10EMKOCTh JUCIUIUIMHEI COCTABIISET 4 3.¢., 144 akaleMU4ecKux Jaca.

CTpyKTypa IMcUMIJIMHBI 1J1s1 04HOH (popMbI 00yUeHust

O0beM TUCHUIUIMHBI B (popME KOHTAKTHOM pabOThl OOYYArOIIMXCS C MEIaroru4eCKUMHU
paboTHHUKaMu U (MJIM) JTUIIAMHU, TPUBJICKAEMbIMH K pealn3anuu 00pa30BaTeIbHOM MPOrpaMMbl
HA UHBIX YCJIOBUSX, P NMPOBEICHNUN YYEOHBIX 3aHITHIA:

Cemectp | Tun yueOHBIX 3aHATHIA KonnuectBo
4acoB
1 Jlexuun 32
1 [TpakTrueckue paboTh 46
Bcero: 78

O06bemM nucHMIUIMHBL (MOAYJsl) B (oOpME camMOCTOATENbHON paboThl 00ydarommxcs
cocTaBisieT 66 akageMHUYECKHX YacoB.

3. Conep:xkaHue THCHUTLIUHBI

Tema 1. IIpaBoBasi ocHOBa 3aIIMTHI HHPOPMALMU OTPAHMYECHHOI0 JOCTYIIA

OcCHOBHBIEC TEPMUHBI U OTIpeNIeNIeHUs B 001aCTH 3aIUTHI HH()OPMAIIMH OTPAHUYSHHOTO JIOCTYIIA.
OcHosuble denepanbubie 3akoHbL. JlokymeHTsl ['ocTexkomuccuu (OCTIK) Poccuun no 3amure
uHpopMmanuu orpaHudeHHoro pocryma. Jlokymentst ®Cb Poccun mo 3ammre uHGOpManuu
OTPaHUYEHHOTO J0CTYIIA.

OTBETCTBEHHOCTH 32 MPECTYIUICHUS B Chepe KOMITBIOTEPHOH HH(OPMAIIHH.

Tema 2. Yrpo3bl 0€301aCHOCTH KOMIIBIOTEPHBIX ceTeil

OcoOenHoctu coBpeMmeHHbIX KoMibloTepHbIX cerel (KC). Cern HOBoro mokosienus. Mopenu
KOMIIBIOTEpHBIX ceTeil. KomMmyTanus 1 MapmpyTus3anys B KOMIBIOTEPHBIX CETAX. Aapecanus B
KOMIIBIOTEPHBIX CETSIX.

VYrpo3sl  OezomacHoctu  uHpopmamuu B KC.  VYreuka  unpopmaumum B KC.
Hecankunonuposannslii joctyn k uH@opmanuu B KC. YVazsumoctu KC. Buast atak Ha KC.

Tema 3. Moaesb yrpo3 1 MoJeJib HApYIIHUTE/Is KOMIIbIOTEPHBIX ceTeil

Pa3pabotka monenu yrpo3 u Mojenu HapymuTens. PykoBoasiiiue HOpMaTUuBHbIE JOKYMEHTHI 110
pa3paboTKe MOJIeNeil U onpeieNeHus aKTYaJIbHBIX YIPO3.

Tema 4. MexceTeBoe JKpaHHpPOBaHHUe

[Tepumertp xopniopatuBHOi ceTi. CoBpeMeHHbIE 0COOEHHOCTH MEPUMETPa KOPIIOPATUBHOM CETH.
Yrpo3sl, CBA3aHHBIE ¢ IEPUMETPOM KOPHOpaTUBHON ceTH. COCTABIISIIONINE 3aIUTHI IIEPUMETPa.
MexcereBble  9KpaHbl ~ MX  BUABL. ~ AJIMUHUCTPUPOBAHHE  MEKCETEBBIX  DKPaHOB.
JeMunurapu3zoBaHHas 30HA.

Tema 5. CucreMbl 00HApPYKEeHHMS M NPEeJOTBPALICHUS ATAK

CucreMbl ympaBieHHUsS YSI3BUMOCTSIMHU. AHalIM3 COAEPKUMOTO IOYTOBOrOo U BebO-Tpaduka.
Cucrembl o6HapyxeHus atak. Knaccudukanus cucrem oOHapy eHuUs aTak.
Cucremsl 3amiuThl T yTeuku uHpopmanyu (DLP-cuctemsr).

Tema 6. OCHOBBI TEXHOJIOTHHM BHPTYAIbHBIX 3alMIIEHHBIX ceTed VPN

Konnenimus nmocrpoenust BUPTyanbHbIX YacTHBIX ceTeid — VPN. OcHOBHBIE NOHATHS U (PYHKLINU
cetn VPN. 3amura nHpopmanuu B mporecce e€ mepeaauu no TyHHento VPN. VPN-kiueHr,
VPN-cepeep u mnumo3 OesomacHoctd VPN. Peammzanus wmexanmsma VPN. Bapuantsr
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MOCTPOCHMS BUPTYAIbHBIX 3alIUIIEHHBIX KaHaoB. CpenctBa obecnieuenus OezonacHoctu VPN.
Kputepun 06e30macHOCTH JaHHBIX NPUMEHUTETHbHO K 3amadamM VPN. VPN-pemenust ais
noctpoeHus 3amumEHHbIX cereil. Kmaccudukamms cereii VPN. Kputepun xiaccuduxanuu.
OcHoBHbIe BapuaHThl apxuTekTypbl VPN. JloctonncTBa npumenenus TexHosioruii VPN,

Tema 7. 3aIIII/IT3 Ha KaHAJIbHOM, CEAHCOBOM H C€TECBOM YPOBHAX

[TpoTokomnbsl popMHUpOBaHUS 3aNTUIIEHHBIX KaHAJIOB Ha KaHalIbHOM ypoBHe. [Ipotoxom PPTP.
Crpykrypa mnakera. IIpotokon L2TP, ero mnpeumymectBa. ®opMUpOBaHME 3alIUIIEHHOTO
BUPTYalbHOrO KaHana B mporokosie L2TP. [TpoTokoinsl ¢popmMupoBaHus 3alUIIEHHBIX KaHATOB
Ha ceaHcoBoM ypoBHe. [Iponienypa ycranosnenust SSL-ceccun. Hegocrarku npotokosioB SSL u
TLS. IIpotokon SOCKS, ero ocobeHHocTH. CxeMa YCTaHOBJICHHUS COSAUHEHUS MO MPOTOKOITY
SOCKS v5. 3amura 6ecipoBoanbix ceteid. [Iporoxonsrt WEP, TKIP, WPA u WPA2.

3amuTa Ha KaHAJIbHOM, CEAaHCOBOM U CETEBOM YPOBHSIX. APXHUTEKTypa CpelCcTB 0e30MacHOCTH
IPSec. Komnonentsl peanuzauuii npotokosia [PSec umeror cienyronme. ApXUTEKTypa cTeka
npoTokosioB [PSec. 3ammra nepenaBaeMbIX JaHHBIX C MOMOIIbI HpoTokosoB AH u ESP.
[Iporokon ayrentuduupyromero 3arojoBka. [Ilpumenenue nporokona AH B TpancmopTHOM U
TYHHEJIBHOM pexumax. [IpoTokon uHKancynupyromen 3auuThl, TpuMeHeHue npotokona ESP B
TPAHCIIOPTHOM M TYHHEJIBHOM PEeKMMax. AJTOPUTMBI ayTeHTUUKauu 1 mudposanus B [PSec.
Crpykrypa anmroputma HMAC. Ilportokon ynpasinenus kpunrtokimouamu IKE. 3apaum,
pemaembie iporokonamu IKE. Ycranosnenue 6e3onacHoit accouuanuu. bassl nanusix SAD u
SPD. OcHoBHbIE cxembl TpuMeHeHus [PSec.

Tema 8. 3amuTa Bed-nopTaioB

[IpakTnyeckue acmeKkTbl 3allMThl BEO-MOPTAJOB OT MH(POPMAIMOHHBIX aTak. TumnoBas
apXuTeKTypa BeO-moprana. IMOACHUCTEMbl AHTUBUPYCHOM 3aIlMThl, KOHTPOJIA LEIOCTHOCTH,
pasrpaHMyYeHHs ~ JOCTyna,  OOHapy)XXeHHs  BTOpP)KEHMH,  aHaluM3a  3alUILIEHHOCTH,
KpUNTOrpadguuecKor 3auThl HHPOPMALINH, ITOJICUCTEMY YIIPABJICHHUS 3aIIUTON BEO-TIOPTAIIOB.



4. Obpa3oBaTesibHbIE TEXHOJIOTHH

13?1 HaumenoBanue paszjaesna |Buabl yueOHbIX 3aHsiTHii |{O0pa3oBaTe/ibHbIE TEXHOJIOTUH
1 2 3 4
1. |[IpaBoBas ocHOBa 3amuThl |JIeknus 1. TpaguunoHHas JEKIUS C
nHpopManun MCII0JIb30BAaHUEM TMPE3CHTAINI
OrPaHUYEHHOIO JI0CTYIIA
CamocrosrenpHas padora |Pabota ¢ mutepatypoii
KoHcynbTupOBaHMe 1 poBepKa
3alaHu ITOCPEACTBOM
AJIEKTPOHHOM MOYTHI
2 |Tema 2. Yrpo3sl Jlexuus 2.1 TpanuuyvOHHAs JIEKIMS C
0€30I1aCHOCTH Jlexug 2.2 KCIOJIb30BAaHUEM MTPE3CHTAIUIA
KOMIIBIOTEPHBIX CeTer
CamocTtosarenbHas padora |Pabota c mutepartypoii
KoncynsTupoBanue u npoBepka
3a/IaHHU IOCPEACTBOM
AJIEKTPOHHOMW MOYTHI
3 |Tema 3. Monenb yrpo3 u  |Jlekmus 3. TpanuurioHHast TIEKIHS C
MO/I€JIb HAPYIIUTENS MCII0JIb30BAaHUEM IIPE3EHTALINI
KOMIIBIOTEPHBIX CeTeH
CamocTtosarenbHas padora |Pabota ¢ mutepatypoii
KoncynbpTupoBanue u npoBepka
3a/IaHHU IOCPEACTBOM
AIEKTPOHHOMW MOYTHI
4 |Tema 4. Mexceresoe Jlekusg 4. TpanuuronHas JIEKIHS C
SKpaHUPOBAHUE WCII0JIb30BAaHUEM TPE3CHTAINI
CamocrositensHas padora |Pabota ¢ nurepaTtypoit
KoHcynbTpOBaHue 1 npoBepka
3aJIaHHN ITOCPEACTBOM
AJIEKTPOHHOMU MOYTHI
5 |Tema 5. Cuctemsl Jlexuus 5.1 TpagunuoHHas JeKIUs C
OoOHapyKEeHUS U Jlexuus 5.2 MCII0JIb30BaHUEM MPE3EHTAINI
MPEeAOTBPAIIEHHUS aTaK
CamocTtosarenbHas pabora |Pabota ¢ mutepatypoii
KoncynpTupoBanue u mpoBepka
3a/IaHUM IOCPEACTBOM
AJIEKTPOHHOMW MOYTHI
6 |Tema 6. OCHOBEI Jlexmus 6.1 TpaguunoHHas JEKLUMS C
TEXHOJIOTHHU BUPTyaIbHBIX [JIekuus 6.2 WCIIOJIb30BAHUEM MTPE3CHTALUIA
3amMUIEHHBIX ceTed VPN
CamocrositensHas padora |Pabota ¢ nurepaTtypoit
KoHcynbTupoBaHue u npoBepka
3aJlaHUi MOCPEICTBOM
AJIEKTPOHHOMU MOYTHI
7 |Tema 7. 3ammra Ha Jlexmug 7.1 TpaguunoHHas JEKIHS C
KaHaJIbHOM, ceaHCcoBOM U  |Jlekuus 7.2 UCIIOJIb30BAaHUEM MPE3EHTAII
CETEBOM YPOBHSIX Jlekuusa 7.3
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CamocrosiTenpHas padoTta

PaboTa ¢ nmuTeparypoii
KoHcynpTupOoBaHue u npoBepka
3aJlaHu# MOCPEICTBOM
AJIEKTPOHHOMU IMOYTHI

8 |Tema 8. 3amura BeO-
MOPTAJIOB

Jlexus 8.1
Jlexmus 8.2

CamocrosrTenbHas paboTta

TpanunrioHHast TEKIHS C
MCII0JIb30BAaHUEM TMPE3CHTAINI

Pabota ¢ nutepatypoit
KoHcynbTupoBaHue u nposepka
3aJIaHAN ITOCPEACTBOM
9JIEKTPOHHON MOYTHI

9 |[Ipaktudeckoe 3ansatue 1.
Pazpabotka monenu yrpo3
Y HAPYIIUTENS
KOMITBIOTEPHOH CETH

[TpakTnueckoe 3anstue 1.

CamocrosTenbHas padoTta

BrinonHenue u 3ammra
MPAKTUYECKOTO 3aJIaHUs

10 (IIpakTmueckoe 3ansitue 2. |[Ipaktudeckoe 3anstue 2. |BenoiaHeHne U 3ammTa
AJMHUHUCTpUPOBaHHE IPAaKTUYECKOT 0 3a1aHUs
MEXKCETEBBIX IKPaHOB

CamocrosiTenbpHas pabora

11 (IIpaktuueckoe 3ansatue 3. |[Ipaktuueckoe 3anstue 3. |BoinonaHeHue u 3ammra
Coznanue MIPAKTUYECKOI0 3aJIaHuUs
JIeMUIUTapU30BAHHON CamocrostenbHas pabora
30HBI

12 |IIpaktnueckoe 3anstue 4. |[Ipaktuueckoe 3ansrue 4. |BoinonaHeHue u 3ammra
Coznanue VPN-kanana. MIPAKTUYECKOI0 3aJJaHuUs

CamocrosiTenbpHas pabora
13 (IIpakTuueckoe 3ansatue 5 |CamocrosrenbHas padota |BeInogHeHHE MPAaKTHYIECKOTO

(KOHTPOJIBLHOE).
Pa3pabotka u co3zganue
MAaKeTa 3alUIIEHHON CETH
OpraHu3anyu u ¢uiamrana

3aJaHusAg

B nepuon BpeMEHHOro IMPHUOCTAHOBJIEHUS MOCELIEHUS OOYyYaloIMMUCS MOMEIIEHUN U
tepputopun PITY. mns opranusanuu ydyeGHOro mpolecca ¢ NPUMEHEHHEM HJIEKTPOHHOIO
o0OydeHHsT W JUCTAHLIMOHHBIX O0pa30BATEIbHBIX TEXHOJOTUH MOTYT OBITH HCIIOJIb30BAHbI

CJICAYIOIINC O6pa3OBaTeJ'IBHBIe TCXHOJIOTHH:

— BUEO-JEKIIUH;

— OHJIAMH-JICKIIUH B PCKUME pCaIbHOTO BPEMCHH,

— JJICKTPOHHBIC y‘I€6HI/IKI/I, y‘-Ie6HI)Ie HOCO6I/I$I, HAY4YHBIC U3JaHUA B 3JICKTPOHHOM BHJC U
JOCTYII K HHBIM 3JICKTPOHHBIM O6pa3OBaTeJ'H:>HLIM pecypcam;

— CUCTEMBI AJId DJICKTPOHHOT'O TCCTHUPOBAHUSA;
— KOHCYJIbTAalluU C UCITIOJIb30BAHUCM TCIICKOMMYHHUKAIITUOHHBIX CPEACTB.




10

5. OneHka IVIaHNPYeMbIX Pe3yJIbTATOB 00y4YeHHs

5.1. Cucrema oleHUBAHUA

®opMa KOHTPOJISI MakcumajibHOe KOJIHYeCTBO
0a/1J10B
3a onqny padory Bcero
Texkynui KOHTPOJIb:
- OMPOC UIU MeCMUPOBAHUE 3 6anna 21 6ann
- npakmuyeckoe 3ansamue 1 4 banna 4 banna
- npakmuyeckue 3anamusi 2-6 7 6annos 35 bannos
[TpomexyTouHas aTTecTalus — 3a4ém ¢ OYeHKOoU 40 6annos
HTroro 3a cemectp 100 b6annos

[TosrydeHHBIH COBOKYITHBIN pe3yJIbTaT KOHBEPTHPYETCS B TPATUIIMOHHYIO IIIKATY OICHOK H B
HIKaTy OlleHOK EBporieiickoii cucteMsl nepeHoca u HakoruieHust kpeautos (European Credit
Transfer System; ganee — ECTS) B cooTBeTCTBHM € TabnuIei:

100-0amnpHas mkaia TpanuuuoHHas mKaia xana ECTS
95 - 100 OTJINYHO A
83-94 B
68 — 82 X0poumo 3a4TEHO C
56 — 67 D
50_55 YAOBJICTBOPHUTCIBHO E
2049 FX
HCYAOBJICTBOPUTECIILHO HEC 3a4TCHO
0-19 F
5.2. KpnTepml BBICTABJICHUA OLICHKHU IIO AUCHUIIJIUHE
Bamwasl/ | OueHka nmo Kpurtepuu olleHKH pe3yJIbTATOB 00y4YeHHUsI O TUCHUIIAHE
IMlkana | aucuMNJIMHE
ECTS
100-83/ OTJINUHO/ BricTaBnseTcss 00y9aromemMycs, €CIIi OH TITYOOKO H IPOYHO YCBOMII
AB 3349TEHO TEOPETUICCKHUN U MPAKTHICCKHUHA MatepHai, MOKET NPOAEMOHCTPHPOBATH 9TO Ha
3aHATHUAX U B X0 IPOMEKYTOIHON aTTECTAIIHH.
OOyuarommiics: ICYePIBIBAIONIC U JIOTHYSCKH CTPOHHO M3IaraeT yaeOHbIN
MaTepHaj, YMEET YBSA3bIBATh TCOPHIO C IPAKTUKON, CIIPABIISAETCS C PEIICHUEM
3a/1a4 IPO(PECCHOHAIBLHOM HAPABICHHOCTH BHICOKOTO YPOBHS CII0KHOCTH,
NPaBUIIBHO 000CHOBBIBACT IIPUHSTHIC PEIICHUS.
CB00OIHO OpUEHTUPYETCS B yueOHOM U NMPodheCCHOHATBLHOMI JInTepaType.
O1leHKa [0 AUCIIUILUTMHE BBICTABIIFOTCS 00yJarOIIEMyCsi C YIETOM Pe3yJIbTaTOB
TEKyIIEeH U IPOMEKYTOYHOH aTTeCTaIlHH.
Komnereniyu, 3aKperuiéHHbIC 32 TUCIUIUIMHOW, COPMHUPOBAHBI HA YPOBHE —
«BBICOKHI».
82-68/ Xopo1no/ BricTaBnsieTcss 00y4aromeMycs, €CIIi OH 3HACT TCOPETUICCKUHN 1 MPAaKTUISCKUAN
C 3249TEHO MaTepuall, TPaMOTHO U 10 CYIIECTBY M3JIaracT ero Ha 3aHATHAX U B XOJIE
MIPOMEXKYTOYHOW aTTECTAINH, HE IOIYCKas CYIECTBEHHBIX HETOUHOCTEH.
OOy4aroNMACs MPaBHIILHO IPUMEHSIET TEOPETHUCCKUE MTOJIOKEHUS TIPH PELICHUN
MPAKTUYECKHX 3a/1a4 MPOGESCCHOHATBHON HAPABICHHOCTH PA3HOTO YPOBHS
CJIO’KHOCTH, BJIaIceT HEOOXOAUMBIMH ISl STOIO HABBIKAMH U IIPUEMAMHU.
JlocTaTouHO XOPOIIIO OPUEHTUPYETCS B yueOHOH M PO eCCHOHATBHON
JUTEpATYypE.
OreHKa O AUCIUIUTMHE BBICTABILIIOTCS 00yJaromeMycs C YI6TOM pe3yIbTaToB
TEKYyIIEeH U IPOMEKYTOYHOH aTTeCTaIlHH.
Komnerenmyn, 3aKperuiéHHbIC
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Bamasl/ | Ouenka mo Kputepnu oueHKHU pe3yJbTaTOB 00y4eHHUSs 10 AUCUUILIMHE

OIxana | AucoUIJIMHE
ECTS

67-50/ yIIOBJIETBOPH BricTaBisieTcss 00yJaromemMycs, eci OH 3HaeT Ha 0a30BOM YpOBHE TEOPETHICCKHUI
D,E TensHO/ 1 TIpaKTHYECKUI MaTepHal, ZIONYCKACT OTACTBHBIE OIIMOKH MIPH €T0 U3JI0KECHUN Ha
3aHATHUSIX U B XOJIC IPOMEKYTOUYHOM aTTCCTAIIUH.

OOyuaroNMiAcs UCIIBITHIBACT OMPEACIEHHBIC 3aTPYAHCHUS B TPUMCHCHUN
TEOPETUICCKUX MMOJIOKCHHUIA IPU PEIICHUH MPAKTHICCKUX 32129
po¢heCCHOHATIBHOI HANIPABJICHHOCTH CTAHAAPTHOTO YPOBHS CIIOXKHOCTH, BIIaICET
HEOOXOIUMBIMHU IS TOTO 0a30BBIMU HABBIKAMH U MPUEMAaMHU.

JleMOHCTpHUPYET MOCTATOYHBIH YPOBEHB 3HAHHS YUCOHOM JIUTEPATYPHI 110
JUCITUTUIAHE.

Or1eHKa IO AUCITUTUTHHE BBICTABIIIIOTCS 00YYarOIEMyCs C YIETOM Pe3yIIbTaToB
TEKYLIEN U IPOMEXKYTOUHOM aTTECTAIUH.

Kommnerenmmn, 3aKperi€HHbIe 3a AUCIUILINHOMN, COPMHIPOBAHBI HA YPOBHE —
«JIOCTATOYHBINY.

3a4TCHO

49-0/ HEYJIOBJICTBO | BricTaBmsercs oOyJaroreMycs, eciiii OH He 3HaeT Ha 0a30BOM YpOBHE

F FX PUTEIBHOY/ TEOPETHYECKHUil 1 MPAKTHYECKHH MaTepHal, J0mycKkaet rpyObie OIUOKH MPH €T
H3JIOKCHHUHU Ha 3aHATHUAX U B XOAC€ IPOMEKYTOUHOU aTTECTAllUU.

OOy4aroUMiicst NCTIBITHIBAET CEPhE3HBIE 3aTPYAHEHHS B TPUMEHEHHN
TEOPETHYECKUX TOJIOKEHUH MTPU PEILICHNH TPAKTHYECKUX 3a1ad
podeCcCHOHANBLHON HANPaBJICHHOCTH CTaHAAPTHOTO YPOBHS CII0KHOCTH, HE
BJ1agceT HeO6XOI[I/IMI)IMI/I JUJIA 3TOIrO HaBbIKaMU U HpI/IéMaMI/I.

JleMoOHCTpHpYeT (pparMeHTapHbIC 3HAHUS YIeOHOU JIUTEPATYPHI [0 AUCIUILINHE.
OtieHKa 1Mo AUCIUIUIMHE BBICTABIISIOTCS 00YYaI0MIeMYCsl ¢ yIETOM pe3ybTaToB
TeKYIIeH U MPOMEKYTOUHOU aTTECTAIINH.

KomrmeTeHInu Ha YPOBHE «IOCTATOYHbIIY, 3aKPEIUIEHHbIC 38 TUCUUILTHHOM, HE
c(OPMHIPOBAHBL.

HE 3a4TCHO

5.3. OueHounble cpeacTBa (MaTepuayibl) I TEKYLIero KOHTPOJS YyCIeBaeMOCTH,
NPOMEKYTOYHOM aTTECTAUM 00y4aIOLINXCS N0 JUCHHILIHHE

Yemmuouii onpoc
YCTHBI ompoc — 3TO CpeNCTBO KOHTPOJs, OpPraHM30BaHHOE Kak crHelnuaibHas Oecena
MpernojaBareyis ¢ OOy4YalolMMCS Ha TEMbI, CBS3aHHBIE C HW3y4yaeMOW JUCIUIUIMHOW, U
paccuMTaHHOE Ha BBIACHEHHE 00bEMa 3HAHMHU, OOyyaroIIerocs Mo OmnpeAeraEHHOMY paszeny,
Teme, npoOsemMe U T.1.

Ilepeuens ycmuuix 60npocog 013 npoeepKu 3HAHUU

Ne | Bonpoc

1. | lonsaTus «uHpopMaum», «BUAbBI HHPOPMALIUN» «CAHKIIMOHUPOBAHHBINA U
HECAHKIIMOHMPOBAHHBIN 1OCTYM K HH(OpMAIHH»

2. | IloHATHS «TIepCOHANBHBIX JAHHBIX», BUJIBI TAiH

3. | OTBETCTBEHHOCTH 3a MPECTYIJICHUs B chepe KOMIBbIOTEPHOM HH(popMauu

4. | Bugsl cereit

5. | Uro Takoe MapuipyTusanmsi U MeTpuka?

6. | Uro npencrasmisier coboit puznyeckuit aapec ycTpoiictra?

7. | Yto mpencraBisieT cOO0M JTOTUUECKHI aipec ycTpoicTBa?

8. | Buapl aTak Ha KOMITBIOTEPHBIE CETH

9. | Ysa3BEUMOCTH KOMITBIOTEPHBIX CeTEH

10. | Pa3zpabGoTka Mojesu yrpos.

11. | Pa3zpaboTka MOJIe/IM HAPYIIUTESL.

12. | MexceTeBble SKpaHbl HX BHIBL. AIMUHIUCTPHPOBAHNE MEKCETEBBIX DKPAHOB.

13. | lemunurapr3oBaHHast 30Ha, €€ MOHITHE U CTPYKTYypa

14. | CocraBusiomue 3aluThl IEPUMETPA.

15. | Ocobennoctu nepumerpa coppeMeHHbIx KC

16. | Peanmmmzarnus mexaam3ma VPN
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17. | VPN-ximent, VPN-cepBep u nutro3 6e3onacHoctd VPN,

18. | Knaccuduxkanus cereit VPN.

19. | ITporokon PPTP. Ctpykrypa makera.

20. | IIponenypa ycranoBnenust SSL-ceccun.

21. | 3ammTa GECIIpOBOIHBIX CETEH

22. | ApxuTtekrypa creka npoTokosoB IPSec

23. | 3ammTa nepegaBaeMbIX TaHHBIX ¢ TOMoIIbI0 poTokosaoB AH u ESP

24. | IIpoTOKOJ ayTeHTU(PUITUPYIOIIETO 3ar0J0BKa.

25. | I[Ipumenenne npotokosna AH B TpaHCIOPTHOM U TYHHEITBHOM PEXHMAaX

26. | [IpoTOKOJ MHKAICYIMPYIOMIEH 3alUThI, TpUMeHeHue npoTokoa ESP B TpancnopTHOM 1
TYHHEJIbHOM PEeKUMaX.

27. | IIporokon ynpanenus kpuntokiaodamu IKE

28. | 3agaun, pemaemsle nporokonamu IKE

29. | YcranosieHnue 6e30MacHON accOMauu

30. | ba3e! gagueix SAD u SPD

31. | OcHoBHbIe cxeMbl npuMeHeHus [PSec

32. | IlpakTuyeckue acreKThl 3alIUThl BeO-MOPTaIoB OT HHPOPMAIIMOHHBIX aTaK

33. | TumoBas apxuTeKTypa BeO-1mopraia

34. | TlogcucteMbl aHTUBHUPYCHOM 3aIIUTHI

35. | [loncucteMbl KOHTPOJISI EIOCTHOCTH

36. | [loncucreMsl pasrpaHUYeHUs TOCTYIA

37. | lloncuctembl 0OHApY>KEHUSI BTOPKEHHIMA

KOHmpOﬂbHOG npakmuuieckKoe 3a0anue

CTy,Z[CHT JOJDKCH CAaThb BBIIIOJHCHHOC KOHTPOJBbHOC 3a1aHUC. Omnwncanue 3aJ1aHHC IIPUBCACHO B

m 9.1
Ilpumepnvie mecmoegwie 3a0anus
1. Uro Takoe BUpTyanbHas 3amuiménHas cetb VPN?
2. Ha kakue rpynmsl 1ensTes ceTy 1o npu3HaKy «pabdodero» ypoBHs moaenu OSI:
3. Kak naszwiBaercs hopma mpencrasienust utHGpopmanuu, yaoOHas s nepeayn Ha
paccrosinue?
4. Kak Ha3pIBaeTcs cpesia pacpoCTpaHEeHUsl CUTHANIOB (IIPOBOJHBIE, Pajiuo U Jp.)?
S. Kak HaszpiBaeTcs nmporecc nepeaauu (MpoaABHKEHHUs) COOOLIEHHS C BXOJHOTO
uHTepdeiica Ha BHIXOAHON?
6. Kaxk nHa3piBaeTcs mporecc BbIOOpa ONTUMAIBHOTO Mapuipyra?
7. 3aiaya MapHIpyTH3aIi BKIIOYAET B ceOsl 1BE MO/13a/1a4H:
8. Kak Ha3piBaeTcs abcTpakTHas OLIEHKA YCIIOBHOTO «PACCTOSTHUS» MEXAY ABYMS y3JIaMU
cetu?
9. Kak HaszpiBaeTcs mporecc pa3ieieHtsi CyMMapHOTO IOTOKa Ha HECKOJIbKO
COCTaBJISIOLIUX €r0 NOTOKOB?
10. K xakomy kiaccy otHocuTcs aapec y3na 10.12.62.3?
11.  Yro momyyaet MapmIpyTHU3aTOP, YMHOXKAsI aJipec y3ia, MOJYICHHBIH B MakeTe, Ha MacKy?
12.  JwoGoe pelicTBUE HAPYIIUTEISI, KOTOPOE MPUBOAUT K PEATM3aIUU YTPO3HI MMyTEM

HCIIOJIB30BaHUA YH3BHMOCTCﬁ I/IH(I)OpMaLIHOHHOﬁ CHUCTCMBI HAa3bIBACTCA

13.

IloTeHIIMaIEHO BO3MOKHOE CO6I)ITI/IG, ABJICHUC HUJIN MTPOLECC, KOTOPOEC MOCPEACTBOM

BO3/ICHCTBUS HA KOMIIOHEHTHI HH(POPMAIIHOHHON CHCTEMBI MOKET IPUBECTU K HAHECEHUIO
yiiepOa Ha3bIBaeTCsA

14.

HazoBure aBe 60blIue rpynibl yrpo3 6e30macHOCTH HH(OPMAIIHH.




15.
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VYrpo3sl 6ezonacHoCcTH HH(POPMAIUK, BbI3BaHHBIE Bo3aeiicTBUsAMU Ha AC 1 eé

KOMIIOHEHTbI OObEKTUBHBIX (PU3NUECKUX MPOLECCOB UM CTUXUIHBIX IPUPOAHBIX SIBICHUH,
HE3aBUCALIUX OT YeJIOBEKa —

6. YueOHO-MeTOAMUYECKOE U HH(POPMAIIMOHHOE 00ecTieYeHne TUCIHIJIUHbI

6.1. CnucOK HCTOYHHKOB H JIUTEPATYPBbI

Uctounuku

OCHOBHBIC

. @edepanvuviti 3akon «O0 wuHpOpManmHu, HWHPOPMANMOHHBIX TEXHOJOTHSAX M O 3alIUTE

uHpopmarnum» ot 27.07.2006 No 149-®d3 (pen. ot 19.07.2018). [Dnexrponnsiii pecypc] :
Pexxum noctyma : http://www.consultant.ru/document/cons_ doc LAW 61798/, cBo6oaHBI#. —
3arii. ¢ ’KpaHa.

. @edepanvubiii 3akon «O mepcoHaTbHBIX AaHHBIX» OT 27.07.2006 Ne 152-®3 (mocnemnss

penaKus). DIIEKTPOHHBIN pecypc] : Pexum JI0CTYyIIa
http://www.consultant.ru/document/cons_doc LAW_ 61801/, cBo6oaHBIN. — 3ari. ¢ dKpaHa.
bazosas moodenv yepo3 0€30maCHOCTH MEPCOHANBHBIX JaHHBIX HpU HX 00padoTke B
MH(OPMALIMOHHBIX CHCTEMAax NEepPCOHAIbHBIX JaHHBIX (Bbimucka). (yrB. OCTOK PO
15.02.2008) [DnextponHblii pecypc| : Pexxum noctyma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/379, cBOOOHBIIA.
— 3ary. ¢ 3KpaHa.

Memoouxa oyenxu yepo3 6ezonacrnocmu ungopmayuu. Metomuaeckuii qokymeHT @CTIK
Poccun ot 5 despans 2021 r. [DnextpoHHbIi pecypc] : Pexum gocrtyma
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g, cBo6oaubIii. — 3ari. ¢ sKpaHa.

JOIIOJIHUTCIIBHBIC

Pykosooswuii OOKYMeHM. ABTOMaTH3UPOBAaHHBIE CUCTEMBI. 3amuTa oT
HECaHKIMOHMPOBAHHOIO JocTyna K uHpopmauuu. Knaccudukanus aBTOMAaTH3HMPOBAHHBIX
cUCTeM U TpeOOBaHHUS MO 3aIIUTe HWHPOPMALUHU. YTBEPXKICHO pPELICHHEM IpecenaTens
['ocynapcTBeHHOM TexHuueckoi komuccuu npu Ilpesunente Poccuiickoit ®denepaunuu ot 30
mapta 1992 r. [Dnekrponnsiii pecype] : Pexxum moctyma : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g, CBOOOIHBINA. — 3aril. ¢ IKpaHa.

Pykogooawuii  doxymenm.  CpeAcTBa  BBIUHMCIWUTENBHOM  TEXHHMKH.  3amura  OT
HECaHKIMOHMPOBAHHOrO JjocTyna K uHpopmauuu. Ilokasarenu 3amMUIIEHHOCTH OT
HECAaHKIIMOHMPOBAHHOTO JOCTyNa K HMH(pOpMalMU. YTBEPKICHO pEIIeHUEeM IpeacenaTens
['ocynapcTBeHHOl TexHuueckoi komuccuu npu Ilpesunente Poccuiickoit ®denepaunuu ot 30
mapta 1992 r. [DnextpoHHbIil pecype] : Pexxum mocryma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g2, cBOOOIHBIH. — 3aril. ¢ 3KpaHa.

. Ilpukaz @CTOK Poccuu ot 11.02.2013 Ne 17 (pen. ot 15.02.2017) «O6 yTBepxaeHUU

TpeboBanuii o 3ammre wWHQOpPMALMM, HE COCTABISIIONIEH TOCYAapCTBEHHYIO TaiiHy,
coJiepKalleiics B rocy1apCTBEHHBIX HHPOPMALIMOHHBIX CUCTEMaxy. [ DIeKTPOHHBIN pecypce] :
Pexxum moctyma :  http://www.consultant.ru/cons/cgi/online.cgi?req=doc&base=LAW &n=
214004&dst=0&rmnd=92395C5151F01C02B8725B20C4BBFEB5#034991095371992622 mno
pabounm gasM ¢ 20-00 go 24-00 (BpemMsi MOCKOBCKOE), B BBIXOJHBIC W MIPa3JHUYHBIC THU B
ar060e Bpemsl. — 3aril. ¢ 9KpaHa.
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Ilpuxaz @CTOK Poccuu ot 18 ¢espans 2013 r. Ne 21. «O06 yrBepkIeHHUH cOCTaBa U
COJIEp)KaHUsl OPraHU3AlMOHHBIX U TEXHUYECKHMX Mep M0 0OeclneyeHHIo O0e30MacHOCTH
MEPCOHAIBHBIX JIAHHBIX MPU UX 00paboTKe B MHGOPMAIMOHHBIX CHCTEMaX IMEePCOHATBHBIX
JAHHBIX.. [DNeKTpoHHBIM pecypc] : Pexum noctyma :  http://www.consultant.ru/cons/
cgi/online.cgi?req=doc&base=LAW&n=215976&dst=0&rnd=92395C5151F01C02B8725B2
0C4BBFEB5#08164959407738432 cBoOOIHBIN. — 3arl. C SKpaHa.

Jluteparypa

OCHOBHas

. lJecnos, A. FO. 3amurta uHGOpMAIMU: OCHOBBI TEOPUHU : YYCOHHK Ui OakajgaBpuata M

maructpatypsl / A. FO. Illernos, K. A. llernos. — Mocksa : U3narensctBo FOpaiit, 2019. —
309 c. — (Cepus : bakanaBp u maructp. Axkagemudeckuii kype). — ISBN 978-5-534-04732-5.
— Tekcr : oanextponnbii // OBC IOpaiir [caiit]. — URL: https://www.biblio-
online.ru/book/zaschita-informacii-osnovy-teorii-433715.

. 3aneunukoB, C. B. OCHOBBI MOCTPOEHUS BUPTYAIBHBIX YaCTHBIX ceTell : ydaeOHoe mocobue /

C. B. 3aneunukoB, H. I'. Munocnasckas, A. W. Toncroit. — 2-¢ u3n., crep. — Mocksa :
lopsiaass nuHMsA-Tenexom, 2011. — 248 c¢. — ISBN 978-5-9912-0215-2. — Teker :
3JICKTPOHHBIN // Jlanb : AICKTPOHHO-OMOIMOTEYHAS cucTema. — URL:
https://e.lanbook.com/book/11834. -- Pesxum mocTymna: i aBTOPH3. MOJIb30BATEIICH.
Kupenbepr, A. I'. CuctemHOe aAMUHUCTPUPOBaHUE U WH(OPMaLIMOHHAsI 6€30MIaCHOCTD ceTeit
OBM : yuebnoe mocobue / A. I'. Kupenbepr. — KemepoBo : Ky3['TY wumenu T.D.
I'opbauesa, 2022. — 120 ¢. — ISBN 978-5-00137-292-9. — Tekcr : a5ekTpoHHbI# // JIaHb :
IeKTpOHHO-OMOMoTeunass cucrema. — URL: https://e.lanbook.com/book/257564 (nmata
oOpamenus: 18.07.2023). — Pexxum gocTyma: A aBTOPU3. MOJIb30BATEICH.

JOITIOJIHUTCIIbHAaA

Ulanveun, B. @. 3ammra uHGOpMAaLUM B KOMIIBIOTEPHBIX CHCTEMax M CETAX : ydeOHoe
nocobue / B. @. [llanprua. — Mocksa : JIMK Ilpecc, 2012. — 592 ¢. — ISBN 978-5-94074-
637-9. — TexkcT : anekTpoHHbIN // JlaHb : 3mekTpoHHO-OMONMMoTeyHas cucrema. — URL:
https://e.lanbook.com/book/3032 (nmata obOpamenus: 18.07.2023). — Pexum nmoctyna: s
aBTOPH3. M1OJIb30BATENEH.

6.2. Ilepeyenn pecypcoB HH(POPMAIMOHHO-TEIeKOMMYHUKAUMOHHOM ceTH « UHTEpHET».

1.

oA~

bank dannvix yeposz bezonacnocmu ungopmayuu. [Inexrponnsiii pecype] / ®CTIK Poccun,
DAY «'HUNU ITT3U ®CTIK Poccun» — Peskxum noctyma : URL: https://bdu.fstec.ru/threat,
CBOOOJIHBIN. — 3ari. ¢ SKpaHa.

. Memoouxa omnpeneneHuss aKTyaJbHBIX YIpo3 0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX MPH UX

o0paboTke B WHGPOPMALMOHHBIX CHUCTEMax MEPCOHAJbHBIX JIAHHBIX. Y TBEp)KAEHA
3amectutenem aupektopa @CTOK Poccun 14 ¢espans 2008 r. [DnexkTpoHHbIH pecypc] /
®CTOK Poccun. — Pexum gocryma :  https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114 -spetsialnye-normativnye-dokumenty/380, cBoOoaHbIH. — 3ari. ¢
JKpaHa.

Buoeo ypoxu Cisco Packet Tracer. Kypc monomoro 6oiina. [DaekTponHbIid pecypc] : Pexxum
nocryna :  https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBoOOMHBIN. — 3arI. ¢ 3KpaHa.

HanmonanwsHas anekrponnas 6ubnuoreka (HOb) www.rusneb.ru

ELibrary.ru Hayunas snexktponHas 6ubnuoreka www.elibrary.ru

OnexTponHas 6ubnmoreka Grebennikon.ru www.grebennikon.ru

6.3 Ilpodeccnonanbubie 0a3bl JAHHBIX 1 HHPOPMALMOHHO-CIIPABOYHBIE CHCTEMbI

Hoctym k mpodeccnonanbHbIM 0a3am gaHHBIX: https://liber.rsuh.ru/ru/bases


https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
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WupopmalinoHHbIE CIIPABOYHbIE CUCTEMBI:

1.
2.

Koncynbrant [Lmroc
I"apanT

1. MaTepI/IaJILHO-TeXHH‘leCK()e odecrmeyeHue AUCHHUIIIIMHBI

1) Ay ICKIIMOHHBIX 3aHSITUH — JICKIIMOHHBIA KJIACC C BHICOMPOCKTOPOM M KOMIIBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITH ycTaHoBiIeHO cienyromee [10:

Nent Haumenoanue 110 [IpousBoauTenn Croco6
/m pacnpocTpaHeHUs
(ruyensuonnoe unu
€c80000HO
pacnpocmpatsiemoe)
1 Microsoft Office 2010 Microsoft JIALEH3UOHHOE
2 Windows 10 Pro Microsoft JIMIIEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE
2) Ui TPaKTUYECKMX 3aHITUH — KOMIIBIOTEPHBIN Ki1acc, OOOpYIOBaHHBIH COBPEMEHHBIMH

NepCOHAJLHBIMA KOMITBIOTEPaMHU U KaXJIOro CTyaeHTa. Ha KoMmbroTepe JOIDKHBI OBITH
ycraHoBieHo ciuenyrouee [10:

Nenr Haumenosanue 110 [IpousBoauTenb Cmoco6
/m pacrpocTpaHeHHsI
(ruyensuonnoe unu
€c80000HO
pacnpocmpatsiemoe)
1 Microsoft Office 2010 wiu BbIie Microsoft JIMIIEH3UOHHOE
2 Microsoft JIMIIEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE
4 Cisco Packet Tracer v.7.2 Cisco Systems YCIOBHO CBOOOIHOE
(Heobxoamma
perucTpanms B CETeBOM
akagemuu Cisco)
5 VMware Workstation 15 Player VMware, Inc CBOOOTHOE
6 win VirtualBox 6.0 Oracle cBoOoHOE
7 JHuctpudytussl Linux (Hanpumep | Oracle cBOOOAHOE
Ubuntu 14)
CpenctBa  BBIUMCIUTEIBHON  TEXHUKH, CETEBOE OOOpYyAOBaHHE, TEXHHUYECKOE,

OpOrpaMMHOE M TPOrpaMMHO-aNNapaTHble CPEJACTBAa 3allUThl MHGOpPMALMU U CpPEACTBAMHU
KOHTPOJISI 3aIlMIIEHHOCTH UH()OPMAaIIHH.

8. Obecneuenue 00pa3oBaTeILHOr0 MPoOIecca s JUI[ C OTPAHUYEHHBIMU BO3MOKHOCTSIMH
310pOBbHA U HHBAJIUI0B

B xoxe peanuzanuu AUCUUIUIMHBI UCITOJIB3YIOTCS CIECAYIOIIME JTOMOJTHUTEIBHBIE METOIBI
00yYeHUsI, TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH U MIPOMEXYTOYHOM aTTeCTallui 00YyJaronuxcsi B
3aBUCHUMOCTH OT UX UHIUBUAYATbHBIX OCOOCHHOCTEH:
JUTSL CTICTIBIX M CITA0OBUISAIIUX: JIEKIIMA OPOPMIISIOTCS] B BUE AIEKTPOHHOTO JIOKYMEHTA,
JOCTYIIHOTO C TOMOIIBI0 KOMIIBIOTEpAa €O CIEHUAIU3UPOBAHHBIM ITPOTPAMMHBIM

obecrieueHHEeM;  ITHChbMEHHBIC

3aaHusd

BBIITOJIHAKOTCA

Ha  KOMIIBIOTEpE  CO

CIICIUAJIM3UPOBAHHBIM  TIPOTPAMMHBIM oOecrieyeHUEM WU MOTYT OBITh 3aMCHEHEBI
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YCTHBIM OTBETOM; 00€CIIEUnBACTCS UHINBHIyaIbHOE PABHOMEPHOE OCBEIIEHUE HE MEHEe

300 mroKc, A BBIMOJTHEHHUS 3aJaHWsl TPH  HEOOXOIMMOCTH MPEAOCTaBIIACTCS

YBEIMYMBAIOLIEE YCTPOMCTBO; BO3MOXHO TaKXe HCIIOJIb30BAaHHE COOCTBEHHBIX

YBEJIMYMBAIOLINX YCTPOWCTB; IHUCBMEHHbIE 3afaHusi O(OPMIIIOTCA YBEIUYEHHBIM

mpupTOM; SK3aMEH M 3a4€T MPOBOMATCS B YCTHOH (popMe WM BBIMOJHSIOTCS B

NUCbMEHHON (hopMe Ha KOMITBIOTEPE.

e Ui TIYyXUX M CHa0OCTBIIIANIMX: JEKIMH OQOPMISIOTCS B BHUAE 3JICKTPOHHOTO
JIOKYMEHTa, JTU0O0 MpepoCcTaBiseTcs 3BYKOYCHINBAIOIAs annapaTrypa UHAWBUIYaIbHOTO
NOJIb30BAHUS; TMHCbMEHHBIC 3a/laHUs BBINOJHSIOTCS Ha KOMIBIOTEpE B NMHUCHMEHHOU
dopme; 3K3aMeH M 3a4€T NIPOBOAATCS B MUCbMEHHOM (hOpMe Ha KOMIIBIOTEPE; BO3MOXKHO
npoBesieHue B (hopMe TeCTUPOBAHMUS.

e JUId JMIl C HapyLIEHUSIMHM ONOPHO-IBUIATENIbHOIO amnapara: JEKUUH O(QOpMIISIIOTCS B
BUJE DJEKTPOHHOTO JOKYMEHTa, JOCTYIHOIO ¢ IIOMOLIbIO KOMIIbIOTEpA CO
CHECLMATM3UPOBAHHBIM ~ NPOTPaMMHBIM  OOECHieuYeHHEeM;  MHUChMEHHBIE  3aJaHus
BBINOJIHAIOTCS HA KOMIIBIOTEPE CO CHEMATN3UPOBAHHBIM IIPOrPaMMHBIM 00€CIIEYEHHEM;
9K3aMeH U 3a4€T MPOBOMSATCS B YCTHOM (pOPME HMITM BBIOJHSIOTCS B MUCBMEHHOW (popme
Ha KOMIIBIOTEpE.

[Ipy HEOOXOTUMOCTH NPEIYCMATPUBACTCS YBEIMYCHHE BPEMEHH ISl IOATOTOBKH
OTBETA.

[Ipouenypa  mpoBeneHHs  HPOMEXKYTOUHOM — arrecTaluMu  JUIsl  oOydarommxcs
yCTAQHABJIMBAaeTCSI C Y4YETOM HX HMHIMBUAYAJIBHBIX THCUXO(U3MYECKMX OCOOEHHOCTEH.
[TpomexyTouHasi aTTeCTalus MOXKET IPOBOAUTHCS B HECKOJIBKO 3TAIOB.

IIpu npoBeneHun mpouenypbl OLEHUBAHUS PE3yIbTATOB OOyUYEHHUs INpelycMaTpUBaeTCs
UCTIOJIb30BAaHUE TEXHUYECKUX CPEICTB, HEOOXOAMMBIX B CBS3M C HMHIWBHIYAIbHBIMU
0COOEHHOCTSIMHM O0ydYaroIuxcs. DTH CPeJICTBAa MOTYT ObITh NPEAOCTABICHBl YHHBEPCUTETOM,
WJIM MOTYT UCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUUECKHUE CPEJICTBA.

IIpoBenenue mpoueAypbl OLEHMBAHUSA PE3YJIbTaTOB OOYYEHMsI JIONYCKAeTCs C
MCII0JIb30BaHUEM JINCTAHIIMOHHBIX 00pa30BaTEIIbHBIX TEXHOIOIHH.

ObecneunBaercs A0CTYN K HH(GOPMALIMOHHBIM U OMOIMOrpadMuecKuM pecypcam B CETH
WuTepHer mis kaxaoro oOywaromierocst B gopmax, aJalTUPOBAHHBIX K OTPaHUYEHUSIM HX
3J10pOBbsI U BOCTIPUSTHS HHPOPMALIUU:

e JUIS CIENbIX U CIA0OBUIANIMX: B MEYaTHOW (opMe yBeIMYEHHBIM HipudTom, B dopme
AJIEKTPOHHOTO JOKYMEHTA, B opme ayauodaiina.

e Ui TIyXMX M cIa0OoCTbIIIAIMX: B IeYaTHON popme, B hopMe 3JEeKTPOHHOTO TOKYMEHTA.

e U1 o0ydYalomuXcs C HapyIIEHUSIMH OIOPHO-JBUTATEILHOTO ammapara: B IE€YaTHOM
dopme, B popMe IEKTPOHHOTO JOKYMEHTa, B (hopme ayauodaiina.

VY4eOHble ayAUTOPHUH ISl BCEX BUJIOB KOHTAKTHOM M CaMOCTOSATENbHON pabOThl, HayuHast
6u0nMoTEeKa M MHbIE MOMEIIEHUS ISl 0OyueHHs] OCHAIIEHbI CIEIHaTbHBIM 000pY/lIOBaHHEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHUMH CPEICTBAMU OOYUCHUS:

e Ui CIEeNbIX U CIa0OBUAALIMX: YCTPOMCTBOM Ui CKAaHMPOBAHUS M YTEHUS C KaMepoil
SARA CE; nucnineem bpaiins PAC Mate 20; npuntepom bpaitnsg EmBraille ViewPlus;

® JUIS TIOYyXUX U cIa0OCHBIIIANIUX: aBTOMAaTU3UPOBAHHBIM pabOYUM MECTOM JUIsl JIFOJIed ¢
HapyIICHUEM ClIyXa U c1a0O0CIbIIANINX; aKyCTHUECKUHM YCUIIUTENb U KOJIOHKH;

e Ui O0YYarOLIMXCsl C HAPYUICHUSMHU ONOPHO-ABUraTeIbHOIO armapara: nepeaABHKHbIMH,
peryiaupyeMbiMu dproHoMuyeckumu napramu CH-1; KOMIIBIOTEpPHOW TEXHUKOH €O
CHeHATBHBIM MTPOrPAaMMHBIM 00eCTICUeHHEM.

9. MeTroauyeckue MaTepuajbl

9.1. Il.1aHbI NPAKTHYECKUX 3AHATHIA

Tembl y‘-IC6HOfI AUCHUIUIMHBI NPEAYCMATPUBAIOT IMTPOBECACHUC TPAKTUICCKUX 3aHHTHI>'I, KOTOPBIC
CIIy’KaT KakK »OCeJIdAM TCEKYHIETO W HPOMCKYTOYHOI'O KOHTPOJA IMOATOTOBKHU CTYACHTOB, TaK H
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[EeNsIM  TOJyYeHHUs TPAKTHUYECKUX HABBIKOB IPUMEHEHHUS METOJOB BBIPAOOTKU pEIICHHIH,
3aKpeIUIeHUs] W3y4eHHOI0 MaTepuaya, pa3BUTHS yMEHUH, NpUOOpETEeHHs OMbITa PpEIICHUs
KOHKPETHBIX IpoOJIeM, BEJCHHUS AUCKYCCHUN, apryMEHTALWU U 3allUThl BEIOPAHHOTO PELICHUSI.
[Tomomp B 3TOM OKa3blBalOT 3aJaHMsl Ui TNPAKTUYECKUX 3aHATUH, BBIIABAEMBIE
[IPENOIaBaTENIEM Ha KaKJI0M 3aHITHHU.

Ienb0 IPaKTUYECKUX 3aHATHN SBIAETCS 3aKPEIUICHHE TEOPETUYECKOro Marepuaga U
npuoOpeTeHne TMPaKTHUYECKUX HAaBBIKOB pabOTBl C COOTBETCTBYIOIIMM OOOPYAOBaHHEM,
IPOrpaMMHBIM 00€CIIeYeHHEM U HOPMAaTHUBHBIMH ITPABOBBIMU JTOKYMEHTaMH.

TemaTnKa IPaKTUYECKUX 3aHATUN COOTBETCTBYET IIPOrpaMMe AUCLUIIIINHBL.

Ilpakmuueckoe 3anamue 1

Tema — Pazpadbomka modenu yzpo3 u Hapyuwiumensn KOMRbIOMEPHOU cemu
Samanus:
1. Tlpoananu3upoBaTh yrpo3bl 6€30MaCHOCTH KOMIBIOTEPHON CETH OPTraHU3AIHH.
2. Pazpabotath Mozenb yrpo3 6€30MacHOCTH KOMITBIOTEPHOM CETH OpraHu3aluu 1o
npeIoxkeHHo! hopme ¢ yad€ToM HopMaTUBHBIX JoKkyMeHTOB DCTOK Poccum.
3. Pazpabotath MOAENs HAPYIIUTEIS.
VYka3zaHus 10 BBINOJHEHUIO 3aJaHUM:
1. U3yuuth TeopeTHdeckuii MaTepual mo reMe, HopMatuBHbie JoKkyMeHTbl DCTIK
Poccun.
2. llpenonaBatenem BbIAAETCS CTPYKTYpa KOMIIBIOTEPHOU CETH OpraHu3aluu
3. CocTaBHUTh OTYET O BBHIIOJHEHUH MPAKTUICCKOTO 3aIaHuUs
4. OTBETUTH HAa TEOPETHUECKHE BOMPOCHI B KOHIIE MPAKTUYECKOTO 3aHATH
MartepuanbHO-TEXHUUECKOE 00eCTIeueHUE 3aHATHS:
1. Kommbrotepsl 1o konudecTBy ooyvaromuxcs ¢ pa3sépuyroit OC Windows 10 Pro u
Microsoft Office 2010.

Ilpakmuueckoe 3anamue 2
Tema — AOmunucmpuposanue mesccenmegvix IKpanog
3agaHus:
1. AnmMunuctpupoBanue mexcereBoro skpana B OC Linux u Windows
2. Pabora ¢ mexceteBbiM 3kpanoM Cisco ASA.
3. AIMUHHCTPHPOBAHHE MEKCETEBBIX IKpaHOB B porpamme Cisco Packet Tracer.
VYKa3aHus 10 BBIITOJIHEHUIO 33]ITaHUN:
1. M3yuuTh TeopeTHUYECKHI MaTepHal o TeMe.
2. Ha Bupryanbnbix MammHax yctanoBUTh OC Linux n Windows (irydme 3To caenath
3apaHee). HacTpouTs JIM4UHYyI0 YUETHYIO 3aIIUCh, BBIIAHHYIO IIPEIOJIaBaTeNeM.

3. Hactpouts nporpammusie MexkceteBbie skpanbl B OC. [IpogeMoHCTprpoBaTh UX padoTy.

4. Cobparts cxemy 1o Tornonoruu B Cisco Packet Tracer B ”HIMBHAYaTEHOM aPECHOM
IPOCTPAHCTBE.

5. OOparuTh BHUMaHUE Ha OrpaHUueHHUE JuIeH3un pu padote ¢ Cisco ASA B Cisco
Packet Tracer

6. Ilpu pabore B uy>KOM aJIpeCHOM MPOCTPAHCTBE WIIM C Uy>KOH YUETHOH 3aMKChIO 3aJaHHe
CUMTAETCS] HEBBIITOJIHEHHBIM.
7. CocTaBUThH OTYET O MPAKTUYECKOM 3aHITHH.
8. OTBEeTHTH Ha TEOPETHUYECKHE BOTIPOCHI B KOHIIE MPAKTUYECKOTO 3aHATHS
MarepuanbHO-TEXHUUECKOE 00eCTIeYeHUEe 3aHATHSL:
1. KomnbroTepsl o koiauuecTBY oOydaromuxcs ¢ pa3Bépuyrod Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer
2. Pa3BépHyThIe BHpTyalbHBIE Mamubl B KoimudecTBe 2 mT. Ha KaxaoM [IK ¢ OC Linux u
Windows
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Ilpakmuueckoe 3anamue 3
Tema — Co3oanue demurumapu3z06anHoil 30Hbl
3anaHus:
1. Co3znarh AEMHIHTAPU30BAHHYIO 30HY C HCIIOJIb30BaHHEM MEXceTeBOro skpana Cisco
ASA B nporpamme Cisco Packet Tracer.
2. Co3nmaTh IeMWIMTAPU30BaHHYIO 30HY Ha MapiipytusaTope B nporpamme Cisco Packet
Tracer.
3. AIMHHHCTPHPOBaHHE MEXKCETEBBIX dKpaHOB B mporpamme Cisco Packet Tracer.
Yka3zaHus 10 BBINOJHEHUIO 3aJaHUN:
1. U3yuuth TeopeTudyecKuii MaTepual no TemMe.
2. CobOpatb cxemsl 1o Torosioruu B Cisco Packet Tracer B uHAUBUIyaIbHOM aJpECHOM
MIPOCTPAHCTBE.
3. OOparuTh BHUMaHKE Ha orpaHryeHue auneH3un npu padore ¢ Cisco ASA B Cisco
Packet Tracer
4. Tlpu paboTe B 4y>KOM aIpeCHOM MPOCTPAHCTBE 3aJaHIE CYNTACTCS HEBBIMOTHCHHBIM.
5. CocTaBHUTh OTUET O MPAKTUYECKOM 3aHSATHH.
6. OTBETHTH HA TCOPSTHUYECKUE BOTPOCHI B KOHIIE MPAKTUICCKOTO 3aHATHS
MatepuanbHO-TEXHUYECKOE 00eCIIeYeHUE 3aHITHS:
1. KommbroTepsl 1o KoamuecTBy obOydaronmuxcsi ¢ pa3épuyroii Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer

Ilpakmuueckoe 3anamue 4
Tema — Co3oanue VPN-kanana
3agaHus:
1. Coznare VPN-kanan mexay asyms JIBC nosepx kaHasna cBsi3u 0OIIEro MOJIb30BaHUS.
2. Hactpouts nentp aBropmu3anuu AAA.
VYka3zaHus 1Mo BBINOJHEHUIO 3aJaHUM:
1. U3yuuth TeopeTHdecKuili MaTepual mo TeMe.
2. Cobpatpb cxemsl 1o Tomostoruu B Cisco Packet Tracer B uHANBHIyaIbHOM aJpECHOM
MIPOCTPAHCTBE.
3. Tlpu paboTte B 4y’KOM aapecHOM MPOCTPAHCTBE 3aJaAHIE CINTACTCS HEBBIMIOTHCHHBIM.
4. CocTaBHUTH OTUET O MPAKTUYECKOM 3aHSATHH.
5. OTBeTUTH HA TEOPETUUECKHUE BOTIPOCHI B KOHIIE TPAKTUUECKOTO 3aHITHUS
MatepuanbHO-TEXHUYECKOE 00eCTIeYCHNE 3aHTHS:
1. KomnbroTepsl 1o koiaudecTBy oOydaromuxcs ¢ pa3Bépuyroir Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer

Ilpakmuueckoe 3anamue 5

Tema — Pazpabomka u cozoanue makema 3auiuéHHOI cemu Op2anu3ayuu u guauana
JlaHHOe 3aHsATHE SBISAETCS KOHTPOJIBHBIM, a 33JjaHe — KOHTPOJIbHBIM 3a/laHUeM IS TIOTy4EeHUs
3auéTa c OlleHKOM. [IJ1g BBIOJTHEHUS 33/1aHUs CTyIeHTaM Bblaesercs 18 yu.4 caMocToATebHON
paboThI U 2 y4.4 JAJIs 3aIUTHI PaOOTHI.

[Tpu nonHOCTHIO QYHKIIMOHUPYIOIUX CETAX OpraHu3aluu U Quiinaia u padoTaroeM
3alUIIEHHOM KaHajle cTyJeHT noiayvaer 40 Gayios.

Ecnu kanan e pabotaer, Ho pabotatoT 06e JIBC u AAA-cepsep — 25 Gamios. Ecinu npu sTom
He pabotaeT AAA-cepBep — 15 6amnos.

B npotuBHOM citydae KOHTpOJIbHAsE pab0Ta CYMTAETCS HE BBIIOJIHEHHOM, U CTYJEHT MOJIy4aeTcs
0 6amnos.

3a OTCYTCTBHUE Ha TOTOJIOTUHU CETH JIET€H IbI» WIIM HEAOCTAaTOYHOCTH «JIeTeH bl cHuMaeTcs 10
0aJuI0B BHE 3aBUCUMOCTH OT paboTOCIIOCOOHOCTH TOMOJIOTHH.

Hannane paboTocrnocoOHOM TOTOIOTHH SBIISIETCS TIPU cljade 3a4€Ta 00s3aTeNIbHBIM, OTUéTa — Ha
YCMOTpPEHHE MTPENOJaBaTeNs.
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3agaHus:
1. Cobpatp Tononoruto JIBC opranusanuu u ¢puauana 1mno oniucaHuio, MpeaioKeHHOM
IPEero/IaBaTeIeM.

2. Cosznarp VPN-kanan mexay asyms JIBC nmoBepx kaHaja CBs3U OOIIETO MOJIb30BaHHUS.

3. Hactpouts nentp aBropuzammn AAA.
VYKa3aHus M0 BHIIOJIHEHUIO 3aJaHUH:

1. W3yuuts TeopeTndyeckuii MaTepual o TeMe.

2. Cobpats cxemsl o Tomosioruu B Cisco Packet Tracer B uHANBHyaIbHOM aApECHOM

MIPOCTPAHCTBE.

3. Ilpu paboTe B 4y»OM aipeCHOM IPOCTPAHCTBE 3a/IaHUE CUNTACTCS HEBBITTOJTHCHHBIM.

4. CocTaBUTH OTUET O MIPAKTUUECKOM 3aHSATHUH.

5. OTBeTUTHh HA TEOPETHUYECCKHE BOIIPOCHI B KOHIIE MTPAKTUYECKOTO 3aHATHS
MartepuanbHO-TEXHHUECKOE 00eCIIeUeHUE 3aHATHS:
1. KommproTepsl 1o KoaudecTBy obOydaromuxcsi ¢ pa3Bépuyror Windows 10 Pro u Microsoft

Office 2010, Cisco Packet Tracer
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[Tpunoxenue 1
AHHOTAIIUSI PABOYEHN ITPOI'PAMMBI JUCHUTIINHBI

Jucunmmmna «TexHoMoruu 3amuThl HHPOPMALMKM B KOMIBIOTEPHBIX CETAX» pealnu3yeTcs Ha
dakynerere MubopManmoHHBIX cucTeM U 0e30macHOCTHM MJig CTYIEHTOB 1-To Kypca,
oOyyaromuxcsi O MporpaMMe MarucTparypbl 1o HampasieHuto noarorosku 10.04.01
Nudopmanmonnas Oe3omacHocTh (Mpoduiab MOATOTOBKM — YTpaBlieHHEe HHGOPMAIMOHHON
0€301acHOCTHI0) Kaeapoii KOMIUIEKCHON 3alIUThl HH(POPMALIUH.

HCJ'IB JUCIHUIIJIINHBI: HpO(bGCCI/IOHa.HbHa}I IIOATOTOBKA MaFI/ICTpaHTOB, HCO6XOZ[I/IM3,SI JJIA
OCBOCHHS METOJIOB M TEXHOJIOTHH 3aIlUThl HH()OPMAIIMKA B KOMITBIOTEPHBIX CETAX.

3agauu:

JIaTh 3HAHUS:

—0 HOpMaTI/IBHbIX HpaBOBLIX aKTax, HOpMaTI/IBHBIMI/I MCETOANYCCKUMU I[OKyMeHTaMI/I CDCE nu
OCTIK Poccuu B 001acTu 3aIUThl HHPOPMAITUH OTPaHUYCHHOTO JOCTYIA, IUPKYIUPYIOIIEH B
KOMHI)IOTepHI)IX CCTIX,

— 0 METOJIaX M CPEJICTBAX 3allUThl HH(POPMAIIMKA B KOMIIBIOTEPHBIX CETSX;

— O TEXHOJIOTHH MEKCETEBOTO SKPAaHUPOBAHUS;

— 0 METOJIaX U CPEACTBaX MOCTPOCHUS BUPTYAIbHBIX YaCTHBIX CETEH;

— 0 METOJIaX U CPEJICTBAX AyAMTA 3AIUIIEHHOCTH HH(POPMALIMOHHBIX CUCTEM.

JuciumuinHa HarmpasiieHa Ha (GOPMUPOBAHHE CIICIYIOMIMX KOMIICTCHIINN:

e [IK-3 — Cnocoben ocyiiecTBIsATh HOA00D, U3yUeHHE U 0000IIeHIe HAyYHO-
TEXHUYECKOH JINTepaTyphbl, HOPMATUBHBIX ¥ METOJUYECKUX MAaTEPUAIIOB, COCTABIISTh
0030p 1Mo Bompocam obecriedeHusi HHPOPMAITMOHHOM 0€30TIAaCHOCTH 110 TIPOPHITIO CBOCH
podecCHOHaIBbHOM IeATEIIBHOCTH

B pe3ynbraTe 0CBOGHUS TUCIMITIIMHBI 00YYatOLUICs JOKEH:

3HaTh:

® [IPaBOBYIO OCHOBY 3aIUThl HHPOPMALIUU OTPAaHMUYEHHOT'O 10CTYTIA

® TEXHOJIOTMYECKUI MPOLECC 3alllUThl HH()OpPMALMK U TPOLEAYPY pa3padOTKU TEXHUUECKUX
3a/IaHMi, TJIAHOB U TpaUKOB MPOBEACHHS pa0dOT IO 3amuTe HHPOPMAIIUK B COOTBETCTBUU C
JeMCTBYIOIMM HOPMAaTUBHBIMU U METOAMUYECKUMH JJOKYMEHTAMU;

® METOJUYECKHE JOKYMEHTHI 110 OLIEHKE Yrpo3 0€30MacHOCTH HH()OPMALIUH;

e TpeOoBaHMsI 110 UCIOIb30BAHUIO CIEIIMATIM3UPOBAHHBIX TPOrPAMMHO-aNapaTHBIX CPEACTB
IpU 3aIIuTe HHPOPMAIMK U TPOBEICHUH ayAuTa HH(OPMALMOHHON 0€30M1aCHOCTH;

® METO/Ibl 3aLIUThl KOMIIBIOTEPHBIX CETEH MpH aBTOMATH3aIMK1 HH(POPMALIMOHHBIX MPOLIECCOB U
uH(pOpMaTU3ALNUY TIPEINPUITHI U OpraHU3AIHIA

YMers:

® [PUMEHATH HAIMOHAJIbHbIE, MEXXTOCYIapCTBEHHBIE U MEX/IyHAPOAHbIE CTAaHIAPThI B 001aCTH
3alUThl UHQOPMAIMK, TPUMEHSTh JEHCTBYIOLIYIO 3aKOHOIATeNbHYI0 6a3y B 00JIaCTH
oOecrnieyeHus 3auThl HHHOPMaLlUY, YATATh U TIOHUMAaTh HOPMATHUBHBIE U METOINYECKHE
JIOKYMEHTBI 110 HH()OPMAIIMOHHON 0€30MaCHOCTH Ha aHTIIUICKOM SI3bIKe

® BBINOJIHATH HACTPOUKY 3aIIMTHBIX MEXaHU3MOB CETEBBIX ITPOrPaMMHO-ANIApPaTHBIX CPECTB;

® HacTpauBaTh NOJUTHKY 0€30IaCHOCTH CPEACTBAMH NMPOTrPaMMHO-ANapaTHRIX KOMIUIEKCOB
CEeTeBOIl 3aluTh HH(pOpMAaIH;

® OpraHM30BbBIBATH 3ALIUTY CETMEHTOB KOMITbIOTEPHOI CETH C HCIOIb30BAaHHUEM MEXKCETEBBIX
JKpaHOB

Buaners:

® HaBBIKaMH 110 KOHTPOJIIO HaJ] COOJIIO/IEHNEM YCTaHOBIIEHHOTO MOPsi/IKa BBIMOJIHEHUS padoT, a
TaKXe JEHCTBYIOIIEro 3aKOHOoAaTeNbcTBa Poccuiickoit denepannu nmpu peneHnyd BONpocoB,
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KacaroluXcsl 3alUTh HH)OpMAIIHH;
e HaBbIKaMH HACTPOWKH MPOTrPaMHO-ANMapaTHBIX CPEACTB 3aIIUThI HHPOpMALIUK
® HaBBIKAMH HACTPOWKH MOJUTUKH 0€30MaCHOCTH CPEACTBAMH ITPOTPAMMHO-aIIapaTHBIX
KOMILJIEKCOB CETEBOH 3aIlUTHl HH(POPMAITUH.
[To nucruIuivHe IpeaycMOTpeHa IPOMEXKYTOUHAs aTTecTanuss B GopMe 3auéma ¢ OYeHKoI.
O061as TpyA0EMKOCTh OCBOEHUS IUCLUIUIMHBI COCTABIISIET 4 3a4€THBIE €UHULIBL.
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Ipunoscenue 2

JUCT UBMEHEHMHA
No | Tekcr akTyanuzanuu uiau npuiaraembiil k PII nokymenr, Hara No
COZEPIKALINI U3MEHEHHUS MIPOTOKOJIA
1 | Obnoenena ocnosnas rumepamypa 23.03.2023 8
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[Ipunoxenue 1
K JINCTY U3MEHEHUH

OO0HOBJIeHHEe 0CHOBHOIT JiuTepatypsl (2023 r.)

1. B pazmen 6. YueOHO-MeToaMuYecKoe W HH(POPMALMOHHOE olecredeHHe THCHMILINHBI
BHOCATCS CIEAYIONINE U3MEHEHUS:
1. Jononuutk pazaen OCHOBHAS JUTEpPaTypa

I'pumnaa, H. B. OcHoBbl mHGOpMaIMOHHONW 0€30MacCHOCTH MPEANPHATHS : ydeOHOe
noco6ue / H.B. I'pumnna. — 2-¢ usn., non. — Mocksa : UHOPA-M, 2023. — 216 c. - ISBN
978-5-16-016719-0. - Teker : AJICKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1900721

bapanoBa E. K. MupopmanmonHas 6e30macHOCTh M 3amura WHGOpMaIuMu : ydeOHOe
nocobue / E.K. bapanoBa, A.B. babam. — 4-e u3n., nepepabd. u gon. — Mocksa : PUOP :
NH®PA-M, 2022. — 336 ¢. — (Bricuiee obpazosanue). — DOI: https://doi.org/10.29039/1761-
6. - ISBN 978-5-369-01761-6. - Tekcr AIIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1861657

3amuTa nHpopMaIuu : yueoroe mocoodue / A.IL. XKyk, E.IT. XKyk, O.M. Jlenemkun, A.U.
Tumomkun. — 3-¢ uzn. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bsicmee
obpaszosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
snekrpounsiid. - URL: https://znanium.com/catalog/product/1912992

CrerueB 1O. H. 3ammra mHbopmanmu u wHOpManUOHHAs OE30MACHOCTH : y4deOHOE
noco6ue / FO.H. CprueB. — MockBa : UHOPA-M, 2022. — 201 c. — (Bsiciiee obpazoBanue:
bakanaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - TekcT : 2JIeKTPOHHBIN.
- URL: https://znanium.com/catalog/product/1844364

CocraBuTernsb:

Kanouoam mexnuueckux Hayx,

u.0. 3a8. Kageopoi KOMNIEeKCHOU 3auumol UHHOpMaAyuu
. A. Mumiowun
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